
Non-subjective and specific to the Audited 
Organization and its activities covered by 
the scope of the audit.

Exhaustive review of the entire chain of the 
documented evidences (internal and external 
sources) produced by the Audited Organization; 
through a method that is not based on sampling.

Precise and fast evaluation of the situation at the 
time of the audit. The analyzed situation is 
expressed as the outcome of the measures taken 
by the Audited Organization vs. the entirety of the 
vulnerabilities to which it is exposed.

Benefits of a remote audit by Kernelis Resilience:
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Kernelis Resilience is a rapidly 
deployed, non-subjective numerical 
modeling system that assesses an Orga-
nization’s ability to adhere to both 
internal and external industry-specific 
regulatory compliance and quality 
assurance requirements.

Kernelis Resilience software is fully 
capable of performing exhaustive and 
automated analyses and establishing 
the required level of conformity based 
on available documented evidences 
within a predefined project framework 
and scope.

Kernelis is a group of service companies 
operating in the United States (Kernelis 
Inc.), France (Kernelis Europe SAS), and 
Switzerland (Kernelis Innovation Sàrl). The 
company specializes in risk and resilience 
management for pharmaceutical and 
healthcare industries. Kernelis uses its 
integrated, quantitative and analytical 
capabilities to help market participants 
effectively navigate highly regulated and 
demanding technical environments.

Kernelis provides software – Kernelis 
Resilience – that enables fast, automated, 
and remote regulatory audit capabilities. 

Kernelis Resilience is made available 
through a cloud-based system under the 
principles of Infrastructure and Software as 
a Service ([I+S]aaS). This software model 
supports the provision and remote delivery 
of audits and assessment services. This is a 
key advantage when the ability to carry out 
audit activities is hindered by natural disas-
ter, epidemics (like the COVID-19 outbreak) 
and/or the threat of terrorism, including 
physical risk to auditors. 

PRINCIPLES OF A REMOTE AUDIT WITH Kernelis RESILIENCE

Kernelis Resilience analyzes the total level of compliance 
exhibited by the Audited Organization. This is addressed by 
the software, not only in the context of regulatory intent but 
also through application of the audited organization’s own 
internal requirements.

Conventional audits are typically based on a subjective 
sampling of documents interpreted by the auditor’s impres-
sions and onsite findings. In contrast, Kernelis Resilience 
has extremely powerful algorithms, based on rigorous 
mathematical models, that enable machine-driven analysis 
of thousands of documents over the course of a single 
workday. Through this high-speed and exhaustive analysis, 
Kernelis Resilience provides a highly reliable set of conclu-
sions defining the levels of conformity and compliance of 
the Audited Organization.

In addition, Kernelis Resilience provides comprehensive 
documentation of the full scope of regulatory analysis in the 
context of the audited organizational framework. The audit 
results are traceable and documented in the audit report, 
which is automatically produced by the software.

Detection of the residual vulnerabilities, 
quantified according to their potential impact.  

Automatic provision of a comprehensive 
audit report.

Full reporting and traceability of the operations 
carried out by Kernelis Resilience.



The 5 principal steps to the benefits of a remote audit
by Kernelis Resilience are:

1

2

3

4

5

Compilation and encryption of confidential data upon the 
identity and the activity of the Audited Organization.

Automatic analysis of the entirety of the ODS elements.

Description of the residual vulnerabilities after the analysis of 
the elements of the ODS.

Compilation of data related to the identity and the activity of the 
Audited Organization and where the audit takes place. The audit takes 
place virtually, on “Server Kernelis”, running a series of cloud-based 
electronic forms, which remain encrypted throughout the entire audit 
process. 

Computation of the basic configuration, which is the determination of 
the identified vulnerabilities to which the Audited Organization is 
exposed during the course of its operational activities. 

Integration of the Organizational Documentation System (ODS: the set 
of all documented evidences, whether coming from internal or external 
sources) elements from the Audited Organization. This step is carried 
out by creating a link between the Server Kernelis and the electronic 
data storage, containing the ODS elements, at the audit site. The 
Kernelis Resilience software carries out the analysis on the ODS and 
creates encrypted files, providing the resulting calculations. Without 
compromise to performance or results, Kernelis Resilience does not 
record the contents or elements of the ODS, while analyzing thousands 
of documents within a single workday.

Computational analysis of the actual configuration determines the 
residual vulnerabilities of the Audited Organization after the analysis 
of the ODS elements. This step makes it possible to clearly determine 
the topics that are not addressed by the Audited Organization. The 
levels of exposure to the risk are thus quantified by a non-subjective 
method.

Finally, an audit report with the description of the detected vulnerabili-
ties and weaknesses is provided. 

Kernelis

Kernelis Resilience allows for the continuity of operations and 
permits the evaluation of regulatory compliance of partner organi-
zations or suppliers even in periods of severe disruption, such as in 
the event of travel shutdowns impacting the audit team. Moreover, 
Kernelis Resilience was developed to be deployable in highly 
secure environments, including processing highly confidential data. 
 

This version of Kernelis Resilience is the “Manager” version of 
the software. It should be noted that with the “Expert” version 
of the software, Kernelis Resilience not only carries out audits 
as described here, but also provides recommendations for 
corrective and/or preventive actions that align with the 
company’s overall strategic approach to resilience and risk 
reduction.  

For further information 
philippe.legoff@kernelis.com
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